Probabilis“tlic Models for Assured

Position,

Problem

Position, navigation, and timing
(PNT) are fundamental for criti-
cal infrastructure, ranging from air
traffic control, emergency services,
telecom, financial markets, personal
navigation, power grids, space appli-
cations, etc. However, the problem
of estimating how much to trust a

position, velocity, and time (PVT)

solution in the presence of adver-
saries 1s open.

Threats

Some of the important threats that
we are concerned about include:

Jamming: Efforts by an
adversary to disrupt the

availability of sources.

Spoofing: Efforts by an
adversary to pass manipulated

information as legitimate.

Challenges

We need to design assurance met-

rics for position, velocity, and time
(PVT) estimates when:

The availability of the sources
is unknown.

Different sources are trusted

differently.

There is uncertainty about how
adversaries influence the
SOUTCES.

Conditions vary over time. For
example, trust of inputs and
outputs, situational awareness,

and SW/HW concerns.

'To overcome these challenges, we need
a formal framework for designing as-
surance metrics that adequately model
object uncertainty and relational un-
certainty. We argue that probabilistic
programs with possible worlds seman-
tics |1| enable the definition of richer
models than those traditionally used to
define PV'T estimators (see Figure 1).
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Figure 1. Bayesian Networks have rigid structure.

Today’s PV'T estimators can be described using probabilistic graphical models
such as Bayesian Networks or Dynamic Bayesian Networks. However, the rigid

structure of such probabilistic models is not suitable to model object uncertainty

and relational uncertainty.

Assurance Metrics for GPS

We give examples of PVT assurance metrics and use them to assess solutions
computed from GPS signals with a traditional approach, as well as with an

adaptive PVT estimator. To do this, we use the Texas Spoofing Test Battery |2],
which contains several recorded spoofing scenarios, proposed in 2012 as part of
an effort to define a notion of spoof resistance for commercial GPS receivers.
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Figure 2: In contrast to traditional PVT estimators (top), adaptive PVT estimators (bottom) can

model uncertainty about sensor availability and the presence of potential adversaries. Adaptive PV T

estimators also output trust assessments that, together with application specific requirements, can

be used to compute assurance metrics meaningful in the context of an application.

Open-Universe Probability Models. OUPMs model structural
uncertainty that corresponds to the uncertain availability of sensors (satellites,
inertial sensors, clocks, etc.) and the presence of an adversary. Additionally,

OUPMSs allow us to mode!

influence observations)

C

| relational uncertainty (e.g., how adversaries
3].

Foundation for Model Scrutiny and Verification. Probabilistic
programs can encode trust and adversarial models, as well as assurance

requirements (e.g., related to accuracy, availability, and continuity). The

integration of these assumptions is often done in an opaque manner that does

not tacilitate expert verification.

Timing

Increasingly, PV’ estimators
integrate anti-spoofing (A/S)
techniques that aim to detect
spoofed signals. However, multiple
A /S signals are integrated in ad hoc
ways.

We argue that probabilistic
programming can provide a

foundation for rigorously defining
how to integrate multiple A/S
techniques (e.g., relations among

A /S assessments and relations
between A /S assessments and PVT
solutions).

Our work demonstrates that probabil-
isitc programs provide a powerful way

to define assurance models with strong

foundations.

While our work is motivated by the
need to define PN'T assurance met-
rics, our ideas apply more generally to
other applications of Bayesian filters
that require high levels of assurance.
For example, autonomous vehicles use
Bayesian filters to identity other vehi-
cles or obstacles on the road.
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